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ssi mi mi en oil me smsi 31 ois ^sepi mm §«, 

mi mi £j e^oii us &g §j oi « ^tyapi ^i§i sxi 

SSSS] METHOD FOR ENCRYPTING IN ACCORDANCE WITH CCM MODE AND 

APPARATUS FOR PERFORMING THE SAME, METHOD FOR DECRYPTING IN 
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1026030053262 S^Xh 2003/10/16 

[S¥AH^] 1. fiSfAH- SA1|AH(£2)_1S 
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1020030053262 %^ <aj*>: 2003/10/16 

°1 il^f- #?1 <#Jl5)- (a) 171] oj^l-o} M^-g- *ll^-*Rr #7fl ; (b) 

^l^^l^r #^-^r CTR ££f °l-§-*H ^JlS}-^ #31; (c) #7] ^ 2)l^£l^ 

^ 1 XOR <3#*1 7l^r #7)1; (d) #71 XOR <£#°ll <#JlSH?l CBC 

W-i: #7fl; ( e ) #7} CBC °^S.^r °l-§-^-<*j *J| 1 9} 

tt #711; (f) #7l sg-g. m.s.o^ 40. # s.o. ^7^1; (g) #71 (b) #31 vll^l # 

7l (f) #711-1- aV^-Al^l^ #7)1; ^ (h) &*m<L3. 4^5)^ # ^ ^ 

#-§-*H t^^l CBC #31 #7l CTR 2.JEL1- °l-g-«}<*| oj-ss}-^^ ^1 2 CTR °J-Jl 

-g- ^^l?l^r #7111- S.^ ^ Slrf. jg^. 1-s-l-oi pfls.els.«E-l i«l ^*1^7l nfl^g- 

#71 ^ ^#01 Al^l-Tll ^511 

5. 1 
[Aflolol] 

#31, ENCRYPTION, DECRYPTION, n^-, AES, BLOCK CIPHER 
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1020030053262 #^ <Qt.\: 2003/10/16 

^1 

*fl^- H o v ^ ^ °1# ^*>7l ^tV ^{METHOD FOR ENCRYPTING IN ACCORDANCE WITH CCM MODE AND 
APPARATUS FOR PERFORMING THE SAME, METHOD FOR DECRYPTING IN ACCORDANCE WITH CCM MODE AND 
APPARATUS FOR PERFORMING THE SAME} 

-£ 1-& w>^tl- ^ ^*}<*\M CCM S-Hofl n}^ <y-^2}. zjl^ £ 

-£ 2^ M>^tb ^ ^HH *HE- CCM ^H^f-C^s}- &<^H)^ ^ 

-£ 4^ ^ U-^s} wV^-3]*V ^ ^a^H tcf^- CCM £Eofl tc}-^- o}-jr ;£*jo] 
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1020030053262 



2003/10/16 



£ 8a^ «] ^Al^ofl 4= CBC £ = ^^r ^4 5L+]*t £ 

£ 9^r °^ ^HH CTR JE-E^l £A)tV ^ 

£ 10£r w>^t!: ^ ^HH CTR <&3L sfl^- £a] 

£ ll^r tif^-^f}- ^ ^A]^ofl n}^. CCM ££i £RV I7fl2] ^-g- -as-ofl cfl*V 
^JlsI- ^4^- £^1^ ^^lt}. 

£ 13a^ «J -M^l^Hl ^-E- CCM £E1 ^ #2. *fl^- 43 -g. jea] 

-£ I3b^ «>^-^t!- ^ ■y-J: -r^-M 
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<16> CCM JEJELofl oj-^g). ttj-^ 3] ol-i- ^S^>7l $)*V w o Vrt ^ ol 

=r 91^ CCM S.S.ofl tcf-g. oj-^sj- ^ ^ oj-f. ^s} 7 l , <y-jr ^s. « o v^ 

<17> CCM CBC S-^-Q CTR S= ^ 2:^ ££^14. ^7} CTR 2.J£fe ^JLSj- SE^ 

A >-§-sl^ ; ^-7] CBC = ^(message authentication)^ A>-g-^cf. sfr 7 ] CCM S.JEL-I- 

^-g- M"8: tJo. , ^3 ^ ^>7) #7] ctr SL=S oj-g-^ 

^S-^-Ei CfA] ol JL, ^71 t-!^ Sg-g- #^-1-^- #7] CBC E£t «^1^H #Jl3*-*M £-g- <y 
-ofl AV-g-^^cf. ^Hflo^ oj-jr ^ 7fl^-£]^ oj-jr-g- ^-7] CTR o] 

-B-^H ^ ^71 *fl=-^ A 0 >7l T^^-JH, ZLB} * AJ-7I oj-^g. ^.S^g. 

#7} Bfl£^5.«-Ei CfA] ol^l, ^-71 ^-g- l-^-#-g- ^-7] CBC S-S.* °]-g-*H Jr g^t} 

• ^T, ^2fl^ ^51- ^1/^Jl Sfl^- #7] 5g-g- l-^-lr/^-71 o}-^ 2«i £ 7l 

nfl^l °J-S^/^ *m 4rSL7\ ir^Cf. ^£i, ^71 7]]^^. ^ ol^ oj.^ ^/ 



41-6 



1020030053262 #^ H*}: 2003/10/16 

<18> fgigg. ^- 7l ^> ^Sfl 7} ^9] g^-fr «fl^*>7l # £ , *14r*W| 5% 

3* 

<i9> i 4t ^l^Ml *41-* *fl4^ ^ SI fe- CCM SL^ofl 4^ <£jr *fl 

I^^l ^ 5? *}-§-] 

<20> ^-71*1 ^ 43* ^*>7l £r ^ «>^-Z)^ AJaHH u}^. CCM 

5L£.°\} oj-^s). wj-^ o. (a) l7fl ol^-o] 3g«- l^^-* *fl^-oHr #31 ! (b) *fl 

^ 141 CTR S.J=* oj-g-^H ^s^Hr rj-Tfl; ( c ) Aj-7] sg-g- ^4 afl^fe- 

1 1"4* X0R <£#*] 71^ i^Tfl; (d) #7l XOR <3#ofl ^*fl ^€ ^JlsM^ CBC # 

IHW^ #7fl; ( e ) #71 CBC 1:4* *H 1 1-4* €sW?l£- 

^^1; (f) #71 £.S.<q 40 jgg. cj^; ( g ) Aj-71 ( b ) &n tfl^l # 7 ] 

(f) #3l# Hl^A^l^ ^1; ^ (h) ^>^o.S ^l^slfe ^-g- 1:4* ^ C M oV 3§^- «.s.oil 

^S^l CBC 1-4* #71 CTR S.JEL* <>l-g-*H <y-^sfs>cc] 2 CTR 

1-4* M^l^r #7fl# ^ 544. 

<2i> <y ^ aH 61) CCM 2.S.<^ ixj-^- ^2. sfl4 (a) I7fl o|Ajo] oj-jr-g- 

1:4** ^P^S *H^-1*H=- ^TTfl; (b) afl^Sjfe "?J-2§- 1:4* CTR S-J=# °l-g-«H afls.*}. 
^ ^1; (c) #71 *U4^} 1:4 °J CTR Sfl4 14* *l|**Rr #7)1; (d) #7l CTR *fl4 1-44 
Xl^fe *ll 1 14* XOR ^#^171^ #7fl; (e) #7l XOR <£#ofl m* oj-jrsj- 
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^ cbc l-^-i- ihh?]^ #31; (f) #7i cbc <y-J:-£- M-a- <>i-g-*H »i i # 

^-ir ^^W^ ( g ) #71 <£-Jl€- cf# #31; 3? (h) # 

71 (b) #31 l^^l #71 (g) #711-1- ti>4A]7l^ #7111- ^ ^cf. 

<22> ^- ^-^21 <a ^*HH u\^r CCM s. = °ll #Jls}- #*1 ^1^-slfe sg^ #^-lr# =£*>*1 
£.3. *f|^-*M, afl^fe- *>*1^ sg^- Mcfl #-g-*Hr CBC QslZ- Til^Rr ^^Y; 

CBC #SL& ^r^o\] #-§-f§H £*Rr *)1 1 M§ ^ #7l l-^^-oll #-§-*H 711 

2 -M^-Sr afl^*H f #7l n>^^ m.^6\) #-§-^ CBC Ir^-^r all^Rr CCM 4 

A o V 7l ^ l^t, #71 7fl 1 #71 sgJg. #-§-*Hr CBC ^JL-g- # 

^ £ all 2 XOR <^#Al7U, #7l XOR <£^H1 ^ ^€ XOR 

1-^-1- , *fl 1 CTR °J-Jl^ ^ *fl 2 CTR 1-^-1- afl^Rr S^-; * #71 XOR # 

^-i-a: ^sJ-^H #71 CBC °J-JL£- ^*>uL, #71 2 -i-^-i-^- ^^>^, #7l 

CBC #JL-& l-^-S^ #71 <y-s^-^ all 2 afl^Kr 1-^- A>ol^# s^-t> ^ 

Sth CTR SJELoll ^Sfl ^^91 #71 afl 1 CTR <y-J>& £ #7l 

all 2 CTR <3-JL-g- 7-1 #*>^ #^Jf«- c-1 5L^-t ^ ^cf. 

<23> ^ o] ^ ^ahhi 4 s CCM S co]i 4€- *n=- #^1^ Tfl^si^ <y- 

S& W# ^ CTR Sfls- aH**H=- CBC Ir-I^l #-g-*H €«Hr ^ 

1 ^ #71 «^ #-§-*M €*Rr ail 2 M-^-g- *ll**Hr ccm ^H^-; # 

71 <y-JL-g- #3: 3^ ^1 2 Ir^-lr-i- XOR <£#^ #7l CTR *fl=- 

t^l^, #71 CTR #^-#4 ^71 711 1 Pti XOR <3#*1^ XOR t^M 

71^ #71 XOR ^^-B: 
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1020030053262 #^ <H*>: 2003/10/16 

#71 CBC <y-J:£- 141:* ^^^JL, #7l 4 2 l^-^* <£3L&f>}v\ , #7l ^£ CBC 
^-g- 1414 #7l <y-Jls)-^ 2 14-#-8: *H^*Hr #4 ^ CTR 22.^1 3]sfl 

4€ 14 °J #71 CTR *fl4 #41: -i- afl^SHr 5£W ^ ^4. 

<24> o]^oflA^ i^-g- %Vs*H CCM 22ofl ttr-E- <y-jLs|- ^ o] 

4 ^r*^>7] ^tb #*1, CCM 22*11 n}^ <£jL sfls. ^ ^sg^l <y-jr 

<25> 2 1^ ^r^tr «a} ^*HH 4# CCM 22*11 4^- #^1^ ^#^8: 2 

*llL> 1^14. 

<26> £ 1# ^S*}^, *Qr*$2\ CCM 2=ofl #*1tt ^-^(10), CCM ^H^- 

(30), ££^f(50), 1-4 ^1*1(70) ^ #^(90)# ^ 91^. 

<27> #7] CCM 22fe CBCCcipher block chaining) 22<4 CTR(counter) 222} ^ 5-B°) 

4. 4, #7l CCM 2£L^ #7] CBC 2.= 4 CTR 22 ^ 5} 14 a] ^ & o. ^ o> 

#71 CBC 22^1 ^-44 CTR 22£l ^1 ^2 &<=f. 

<28> o^jf( 10 )i=. a^cq jgo. ^-l=-!-(piaintexts)-g- *\}^JL, #7l ^"Kg- sg-g- 

* *i#*rH, #71 ^ 44#* o.S ^l^VJl, ^n|- ^ m.^ ^s}^ CBC # 

s-g- 1-4* #71 pf^l^ M.s.6)i #-S-^ #7l CBC <y-JL€- 44^ 

MAC(message authentication code)/MIC(message integrity code)2r -i^^r. AESCadvanced 
encryption standard) Ifi °J<>H , #7l ^ 
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^7} z]-7l 128*1 £ <H ^HH ^ CCM S-EL^l #*1 

#7l CCM Sl-EL* o]^-€r>c^ °J-Jr ( ^-71^ &x}*\CLS. ^^-5]^ #7l ^-g- 

^^1 ^*Stt4. ^ ^HH ^^(10)^ Z])x)^B\o]t).. 

<29> CCM 0^(30)^ #71 CBC #7l *H^-«Kg: CBC 

1 ££M ?H, #71 ^ 1 #71 3^°- m.s.s.611 #-§-^>ol ^ 

*>^r ^1 2 1-^-1- ^ #71 p>*1 nj- M-ofl #-§-^ #7l CBC M"g- 

^•^^1 <a ^UHH ccfs. CCM ^H^-(30)^ ^^eHr}. ZLElJl, ig^o] <y ^aHH] 14 
€- #71 ^1 1 ojq^ ^(initial vector)olcl-. 

<30> S^f(50)^r #71 ^:g- fs f3 ). ^-71 1 #^-l--g- X0R <£#*1?1 X0R 1-^-** ^ 

A171J1, #71 sgg- oj-^sj.^ ^] 2 l-^#-8: X0R <S#*1^ 1 CTR <&JL-g- lr^-*-§- 

^Al7H, #71 n}*lSl. 5g~- #^>^ CBC #JL-g- 1-^-4 #71 ^1^- 33 -g- M-S-ofl 

#-§-*}^ ^2}-^ afl 2 X0R ^#7>1^ 2 CTR iHW^l*}. 

<31> M.4-. A}o]v\( 70 )^ AV 7 | X0R oj-jr^H ^-71 CBC ^*}JL, 

#71 ^1 2 ^SH^lC}-. #^1*1-711^, <y ^AHHl UU^ ^-S. AfojuKyO) 

£7 #7l X0R 1-^-* ^ #7l 2 -ir^-lr-i: #7l AES S.^ <>l-g-*H ^MW. 
<32> ^^«. (90 )^ ^-71 l CTR <&3L& 1-^-* ^ #7l ^ 2 CTR <^L-£- #1=-^ ^#*Vc}-. 

^ ^^^1 ^ ^^HHl #^^-(90)^ Efl^l^E-lolcl-. 
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1020030053262 %■^ Qx}: 2003/10/16 

3. ^SSMTjtf. #7l <£Jl5|- JZ)-^ ^c^«.(nl5.Al)ofl <^fl afloat)-. ZL5}jl, #7l 

-M. i^cq oj-^sj. ^ofl ol^ ^£ oljl ^Jf ^jofl 3.^6) ol^ ^Cf. 

<34> ^. ^-rg^ CCM S.JE=<*I| tq-s. oj-^gj. I7fl^ *§-g- Z$i5}^ ^7} CBC S.S. ^ 

^"71 CTR °l-g-*H ^5}-*!- ^ ^ *g-gr l~S»g- °J-M5}£^, ^Efl^ 7]#J±Cf 

^JlS^ ^ 9X^. ^T, ¥r oJ-JlSj- ^-71 #^-#1- 1£S]^E1 l«i £ 7l 

<35> £ 2^r »>^t!- °^ ^HH CCM ^^^-(^^- £M ^ 

<36> £ 2 « CCM ^H^-(30)^r CBC *IH^-(100) ^ CTR *1H^- (120)1- ^ 

<37> cbc ^H^aoo)^ afl^fe ^7] cbc i-^-§-& °i-g-*n #7i *n 1 ^ 

SM^luL, ^-7] Tfl 1 ^-7] nV i§ ^.S-ofl #-§-*H=- #7l CBC ^ 

^Ml^-Tim, CBC ^l^-f-(lOO)^ ^ 1--IH ^-§-^H 7l^^§^ 7^1 l s 

^-(50 HI ^^Ji, ^"71 7l^£ Tfl l #-§-*>±r CBC #J:-£- 1-^-8: °l-§-*H #7] 

<38> CTR ^ ^-(120)^ $7f2j AS. Tll^sl^ ^-71 ^-g. Ir^-l-oH ^o.^^ ^ 2 

1-^- ^}°lsK70Hl TH^tlcf. ^Ml^Tll^, CTR ^-¥-(120)^ ^-7) ^-g- ^6\) 

^-g-^ 7l^^^ afl 2 M-fr *H^>ZL, cf-§- 1-^-^1 #-§-*Rr ^"71 Tfl 2 ^ 

1 ^7>A]fll4. A o V 7 ]o} a>^-^Cf. 



41-11 



r 

m 

1020030053262 H*}: 2003/10/16 

<39> £ 30. ^ g-rgsj «>^tb ^ -€^HH 2:^(^51- 5^1)^ ^ 

<40> $_ 3^. > 2:^(50)^ ^ 1 2^(200) ^ *ll 2 (220)«- ^ 5a 

<4i> 1 2^(200)^ #71 3g-g- #S-#a2f Aj- 7 ] ^ 1 M#.g. XOR ^a]^ 4V 7} X 0R 1- 

^^^m^. ^W^, 1 2^(200)tt ^7) ^-g- Jgg- 71^^51 ^1 

1 XOR ^^JL, AJ-71 ^ 3g-g- 1-^-34- Aj- 7 ] ^ jg^. Aj-o.^^ ^ x ^ 

* xor ^^mcf. ^-7]^ 3^01 

<42> ^] 2 2^(220)^ ^"71 Jg^- #7l <y-SSl-^ afl 2 1-^-1:* XOR # 

71 »1 1 CTR IHH^ji, ^"71 v\z\t% ^ 4>-g-^ CBC l-s- 

4 ^-71 p>^1^ -i-Jj-ofl ^-§-*>^ ^aLS^ *)1 2 XOR <S^H^ ^"71 *fl 2 CTR #JL 

& M"3r ^^Al?Jcf. ^j^]^ *)1 2 2tHf(220)^r ^-71 ^ 3gJg- <$7) ^-g- ^ 

& 1"^H1 ^-§-SRr ^ 2 XOR <2^1 7lJl, ^ ^. y] ^o. 

^ A o v ^fe °J-S3}-^ ^1 2 !~ih§: XOR ^^1^1 cf. ^7}°] ^o) al^-^cf. 

<43> 5L 4^ y>eJ-^*V <U ^X)d\]6\) Kf^ CCM SJ=ofl 4€- #5: Sfl-5=- ^-g- 

<44> E 41- ^-2*>^, CCM S^^l ttHE- <y-jr efl^- og^a. (300)) CCM ^o] 

-^(320), (340), Afc]^(3 60 ) ^ #^^-(380)# iff ^ 91^. 

<45> ^^-^-(300)^ &(cipher text) CTR *fl^ -#7l <y-Jr£. 

l-^#/i^€ lr^-## ^3^5. *H^*M , ^"71 CTR 1-^-** 2^(340)^1 
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^tH}. AESCadvanced encryption standard) Ifl 91°]^, #7} A 

7} A7\ 128*1 H^tf. M. i£t$o\ ^a]^ch1 ofs CCM 5J=ofl 4€- <£JL sfls. #*ji=. l7fl cq 

"-^8: CCM SLIL% o)-g-s}a} *fls.*V jf oj-^o ^s.^ > # 7 j s^o] y> 

^-^m-. -M*}^, CCM I4-E- ^ *fl^ ^Itt z]- 1-^-1:^ rfl^c^ # 7 1 ctr 

2.JE.1- ol-g-^o^ sflS-^V ^ #7l CBC -5IJEL-I- <>l-g-*M ^-71 MAC/MIC* ^ 
<46> CCM «-(320)^ #7l CBC ^« afl^Jl, ^-71 CBC ^JL-g- i:^- 

*fl 1 ^S^M, ^7} ^ 1 ^-71 <>}-Jl-£- oil ^-§-*H 

^*Hr ^ 2 ^1^-^. y a v ^2-l <H ^Al^o|] ttj-s. CCM ^1^^(320)^ efl^EM*} 

<47> 2:^(340)^ #7l <#Jl-^ 1-^-1-4 ^1 2 X0R <£^_M^ av 7 | CTR *]} 

^ l^tl t^Al^lzi, #7l CTR Sfl^- ^"71 ^1 1 l-^-^-i- X0R <3^a]^ X 0R 

« ^^lfltf. 

<48> ^-s. A>o]3il(360)fe #71 X0R l-^-#-g- ^JlSHM #7] CBC °J-Jl£- ^^r^, 

#7l *11 2 M-^-gr ^JlSM^i}. aj^^]^ jg. ^ AU^o]] 4= a}o}^( 70 ) 

^ ^7} X0R 1-^-1: ^ #7l 711 2 1-^-** #7l AES °l-g-*r°i oj-jrs^c}.. 

<49> #^-^-(300)^ Tfl^avo. av 7 ) CTR <y^«.(3oo)oil 7^ *}-£}-. a. igj-tgoj ^ 

•^ A HH1 *r€- #^(300)^ ^-7] CTR si)-*- ^l^H, ell^^Eiolcf. 

<so> *£^o] CCM 3.^) i4€- #3: ^ ^-71 z]- #Ji-g- 1-4=- ^flS ^ 

*r3-°5L eBS.Al^Cf. #71 Oj-J: eflS. 4^^- 7lH«.(nl£Al)<Hl <>1*11 TlH^Cf. ^ ^ , #7l 
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<51> .g. rt-xgo) CCM icofl CCj-s. oj-^ f%SL I7fl oj-jr-£ ^.s-o. ^. 7] CCM o] 

<52> £ 5-& «>^tb ^ ^*HH ^-^(^S. eflS- ^Hl olc>|Al)ol ^ 

<53> £ 51- %2i^, <g ^(300)tt efl^l^Bl(400) ^ ^1 ^0^(420)1- 

<54> <^ej ell^l^Ei(400)^ ^71 <y-jL-g- 1:^-** all °m 420 HI 

afl^^r ^7} CTR *fl^- (340H1 ^^^cf. 

<55> z]oj ^0^(420)^ <&3L& 5g§. ^.s a] zjol j^s} l-sol ^-f , ^71 

iL^W. ^, ^-71 ^ 1-^2-1 ^ol7> 128 tilBH^ , #7l ^ £ 

jgLcq ^oll- 128 WlHS. iL^ ol ^-f, « zjo] *)H*L(420)^r <#7] <&3L& ^ ^ 

<56> £ tiV^t!- °^ ^ A HH ^ CCM ^H^C *m ^^^1)^ 

SAltt Ir^olcf. 

<57> £ 6# %^}^, CCM *1H^-(320)t7 CBC ^-^(500) ^ CTR ^1^^-(520)1- ^ 
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CBC ^MJf(500)^r A}^5\±= ^7] CBC ^31 & <>l-g-*M A 1 MM € 

sH^jl, ^7} A ] i -g^t-^ ^fVtf. -^1*1-7^, CBC ^^^-(500)^ 

CBC #JL-g- M* ol-8-*H 7]<£%& *fl 1 M* ^Sj-Al^iq-. ^ 7 ]2] 4^o] til^-^cf. 



CTR ^^^-(520)^ >S-7l <£-Jl€- M*^ -#-§-*V^ ^*>^ #7l *1] 

2 MM M Afo]^ (3 6 o)oll ^*Vtf. ^^m, ctr *lH^-(520)fe -$7} <y-J>-g: 
M*fl ^-§-^ 7l^^§^ *fl 2 *11^*>JI ( 4-§- M^l #-§-*H #7l ^ 2 f 

£ 7^- , S^f(340)^r 4 1 ^^(600) ^ *ll 2 (620)1- ^ $J 

1 S^-(600)^r <$7] CTR sfls. ^-^-1-4 i X0R <2<lH^ #7l X 0R 
MM IMW^. ^Ml^Tfl^, ^] 1 2:^(600)^ ^-g-^ ^Jl-g- M°fl #-§-*>£r # 7 | 
CTR *m M4 ^-7] 71^^^ *fl l M^ X0R "3^17151, ^-71 cf^- CTR efl^ «4 ^7l 

^-g- M*H ^-g-^Kr *H 1 M* X0R <2^1?m. ^-71^] 4^o] til^-^cf. 

2 2:^(620)^ ^71 <#Jl^ M#4 ^7} ^sj-^l 2 MM X0R 

^-71 CTR ^ MM ^M^lcl-. ^oMl^Tfl^, ^1 2 S^-(620)^r ^"71 <y-J:-g- 

4 ^"71 <y-jr-- M<Hl ^V-§-*Rr ^1 2 M^l: X0R ^^l^Jl, #7] ^ <y-x 

41-15 



1020030053262 #^ «J*>: 2003/10/16 

<64> £ 8a^ t^^l «V^-«I«- °J ^*HH CBC H.I=ofl ^ tb ^ ^-fr S^ltb £ 

<65> £ 8a!- #S*>^ , ^>7l sg-g- -i-^-l-ol a||^tKS100). l7fl£) -M.3-4 # 

7] ^-g- Ir^-ofl ^-§-SKr *fl 1 M°l XOR <£^V£M XOR t^tKS120). ?114?s>a| , # 

7] XOR ^s^-^o| CBC <£3L& ^jg4(si40). °1<>H, av 7 ) ig^. ^.s.o] ^> 

^7} ^ PHSf ^-g- ^o] x )o^ «^«. 7> ^^cf(S160). ^"71 

^■S" ^"71 sg-g- ^-s-ol o>l£ ^.f, ^-71 CBC '^-Jl€- M°l ^*fl ^7] 

*fl 1 ^^t^(S180). ^^1, ^7l ^-g- #s.ol ^-71 p}*]^ Jg-g- #41=. o] ^o. ^ 

<66> £ 8b^r tif^-^^ ^ ^H^H aj-s. CBC 2. = € oj-g-^-ofl o)«i] aj-^si -S-S-s. 

<67> 5= 8b^l ly-o], #7] CBC ol*^ #7) MAC/MIC7> ^^tj-. 

<68> S. 9^ «J ^*HH ^ CTR £Ei ^*Mr 51^ £ 

<69> £L 91- #2:*J-tS, I7fl 3§-- «cH] #-§-*Hf- 2 l-^-ol 0^^.^x^(3300) o]o^ ( 

^"71 sg^- #7} *ft 2 Ir^-o] X 0R ^^^-(S320). 31 ^S}- a) , ^7] ^§ ^ 

0} ^7} v}*]^ sgg- mo]^o^ o^«. 7 > ^r^cf(S340). ^-71 ^ «.s.o] #7! 
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t^°l oKd , A oM 2 1-^-21 #o] i ^7>^cf(S360). «V^^1, #7} ^-7] 

<?o> E 10^ ^ aV^-^]^ ^ ^Al^ofl ccfs. CTR ^coi] ^tlr *fl^- -£^1 

<7i> S. 10* %2i^ , 17^9] o}-jr£- |sol ^^5iq-(S500). °1<>H, a> 71 .y-^o m.^] 

^-§-s}^ 2 l-^-o] <y-ss|-^cf(S520). 3l^r*H, QZLS- 1:^-4 ^5:^-^ 2 

XOR ^^t4(S540). ^-7] #^-oj ^>^o. S ^-7] ^-S^: # 

« ^ °J-^^T ^:^^Cf(S560). #7l $^o) ^- 7 ) nV 

7] p>^BV oj-jr- ^o] ^ o. > ^^-o] ^JL^t}. 
<72> £ 11^- y>HJ-2l^ <U ^HH ^ CCM S-ELofl 171]^ 3§§- -g-S-ofl cflt.V 

^-Jis)- £AltV 

< 73 > h 11* t2s}^ , l7fl^ Jg-g- f^ol *H^-£nKS700). <>H^, #7l Jg-g- «ofl 

^ ^ 2 Ir^-ol <y-si2}-^cf(S720). 31 , #7l ^-g- l-^-sf ^v 7 } ^ 2 ^o] 

XOR <a^i=f(S740). °}°]*], ^7) ^-g- ^ l-^H ^-§-^ 1 XOR 

^VsH XOR *^-°l ^^^t^-(S760). 7H#*H, ^-71 XOR M-o] ^51-^4(8780). 

<74> £ 12^r -g- aVlMt!: ^ ^*HH 4€- CCM 3LEL<*\] ^tt ^13<y 

<75> £ 121- , *H^£ #7] sgg- ^ I7fi^1 sgg- -g-^ol *fl^€4(S800). o] 

<H>H, ^"71 CTR 3-ILo]} o^gfl ^-71 3§-g. <£jrS}-^tKS820). 74]^>^, #7l CBC 5LB.*\] 
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2)n l-^-ol ^^t|.(S840). ^7] sg-g- ^- 7 l v\x}^ fsoj 

*13 ^^-7} ##^£KS860). ^ -g-S-oj Aj- 7 ] pH?]- 5g.g- #S.ol o]-^ # 7 ] 

S800 ^r^l^E-l cfA] ^*^rf. ^ t t±£ ^6] *jl^tf. ^ofl , # 7 1 # 
71 nH D -l- ^"S" l-^-^I , ^"71 n^l^ M.^6\) #-§-*}^ CBC #J>£r M-o] CTR 

<y-s^-^cf(S880). 

<76> £ 13a^r ^ *V «s] ^Al^ofl 14=. CCM S. = oil ^ *fl^- 4^* 

<77> £ 13a» ^S*}^, I7fl^ <#jL-g- «o) ^-7] CTR J£.H.ofl ^*fl A J"7l <£3l£- 

Mo]l ^-§-*>^ CTR *fl^- l-^-o) ^-^^cl-(SlOOO). Aj-7] CTR 

(S1020). <#7] ^g- A] ^O] Ir^OUlo} C^«-7> 

cf(S1040). ^71 oj-jr-g. ^.S.ol z]o) ^.^^ ^-S-o] ^ a o V 7 ] CTR ^ ^-71 Jt^^ 

Ir^Hl ^-§-*>fe i^^^(S1060). tiV^^l, ^-71 oj-Jl-g- fsol zjo] -i-^-o] 

°>\d CTR *fl-p- Ir^-ol o]6]X\ t ^-y) CBC ^=^1 ^«fl #7] CTR *fl=- ^ 

S-o] oj.^gj.i)^ a o V 7 1 MAC/MIC7> ^^=ll4(S1080). Tfl^H, ^7l oj-jr-g- d>^1^ oj-jr 

& l^*]^ <*j^7> ^r^^Cf(SHOO). #7] <y-Jr-£. I-S-Ol # 7 j u]-^ n> oj-^^ ^3. 0 j 

#7) S1000 ^Tfl-^El cfA] Aj^^t^. ^^1, Aj-7] x^tq- oj-jr-g. 

<78> £ 13b^r ^ «>^tb ^ -M*HH «fl^- 

<79> £ i3bofl JSLa]^ «>«q. ^ol, ^-7] Ir^^o] ^-71 CTR S.H.011 £|*fl 
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^ ^-f, ^"71 CTR «fl^- l-^-^^l ^3^. ^7} CTR «fl^- #^-1:^ £ 13b<*H SL^Q 
4^X1^ sgg- i MAC/ XI 1 MIC* 7}*lJl &t}. CCM -E.JE.ofl 

*fl^ #*l^r #7] ^ -g-^#-8: ^-71 CBC S.J=* <>l-8-*M ^SM^ *fl 2 MAC/Xl 2 

MIC* ^>M?H}. H ^"71 X] 2 MAC/MIC7> >y-7l XI 1 MAC/MIC^ ^ ^-f, ^JlSI-^ 

<so> a. CCM ££i 4= oj-^/tfls- Al^Bfl^. oj-^^. ^ oj-jr zj-zj 

7^ ^JE ^S|-^>J1 oj-^l- gflS.^. ^ cfl- sfM-^ #;*|* ^5- 

tV -f-^ *H^g- ^7>^ ^ oj-ofl^ Cf^^V ^g, #7^ ^- 7 > 

7> 7>^ ^o]^ ( o]^ ^ «-7}fe *>7l^ S-^^^^^ofl ^ o.^. ^o>o> 

^ ^14. 

<82> 0]^^ Wj-Sf ^-Ol, 1^0] CCM 3.^} fy^r ^ ^ ^*8*[7) 

#*l£r ^ ^S^S^-El l«i tl7l nfl-g-ofl, A]^^7fl #7l #^-#-g- <&SL^ 

<83> o}^z] > -M. ^V^o^ CCM ^ccfl CC|-= oj-jr ^flS- ^ OH- ^^fr>7l ^ tt 1" 
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1] 

(a) I7fl ^1-^ £*Ho.JL *ll^Hr ^711; 

(b) *H^sq^r ^ *1 3 <£(CTR) E£f ol-g-^cx] <y-^^ ^ . 

(c) ^-7] ^-g- 1-^-4 ^l^sl^ *fl 1 XOR g^l^lfe #7fl; 

(d) XOR ^€ #Jl3H^ CBC #7fl; 

(e) ^-71 CBC ^-g- 1-^-* <>l-g-*H *fl 1 ^sJ-Al^l^ ^71]; 

(f) ^-71 -g^S] 40- 

(g) -8-71 (b) #741 -8-71 (f) #7fl» ^Tfl; g 

(h) ^V^o.S. *f|^5q*r M# # °W D -} #-§-*M CBC # 

^ ^-71 ^^^(CTR) o]Jg-is\cx\ <$3L$.-s}<q ^ 2 CTR ^JL-g- ^HW^ #74) 

«- SL^-Jl 91^ li^r ^£1 ^ ^1^^3(CCM) S-^ofl ^ oj-^gj. « o >^ 
2] 

^-^i *1#1 ^(CCM) SJELofl « 0 >^ . 

[^t 1 * 3] 

^ 1 %H1 Sl^H, A 0 > 7l (5 ) #7^, 

A o V 7l 1-^-4 ^"71 *fl 2 XOR *D 1 CTR ^Jl^: lr^-# ^^M?l 

^ #741; 
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#7l 2 1 ^7>Al^]^ cj-^l; ^ 

^l^(CCM) tcj-s. oj-^-gj- wj-^. 

4] 

*fl 3 %H1 ^7} (b) #7)1^, 

#7l *fl 1 CTR *l#*Kr #7ll» 5£^>Jl ^ ^JLS. *}±r 

(CCM) 2.= <H1 y o v ^ . 

5] 

1 %H1 $1^1, #7l z}- ^ol7> 128 «1B*1 ^-g: ^iL5L *}^r *1*1<$ 

(CCM) S.B.<^\ 4€- ^ssj- 
[^T 2 ^ 6] 

(a) I7fl o}^£\ °J3L& £*mSLS. *fl^Kr ^Tjl; 

(b) ^l^lfe #Jl£- #s-^r *1£| <£(CTR) o)^}^ «flS-^ #7}}; 

(c) #71 sfl^ «-<y CTR *fl^- *ll^-*Rr ^Tfl; 

(d) #71 CTR *fl^- "oif Tfl^sl^ ^1 l ^-Qr XOR <£#Al7l^ #7fl; 

(e) #71 XOR <a#<>11 ^*)| 1H3€ l-^* #5:5}-^ CBC ts§ M-* 7^ #741; 

(f) #71 CBC <$3L& *l-§-*H #7l 1 1-^-^- ^sj-A]7l^ #741; 

(g) #71 1-^-^1 rf^- *)l^Hr #7)1; ^ 

(h) #71 (b) #7fl #71 (g) #7111- #4^ #7111- i^Jl 5^ 3* 
^1^1^ (CCM) S-JEL^ Efs. <y-^ efls. h o v^ 
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7] 

all 6 iMl 91°]*}, #71 (a) #31^, 

*fl 4€- °J-J: *fl^- H o v ^. 
8] 

^1 6 * 0 H1 &°H, ^"71 (b) #31^, 

afl^^ all 2 ^JL^M^ ^7^1; 

#7l #Jl£- ^-71 ^Sl-€ 711 2 l-^-l: XOR <3#^ <$7] *fl-=-*Rf 

#71 *fl 2 ^ i ^7H7l^ ^-Tfl; ^ 

#71 ^7}& D;^r 7}*)±= Z\] 2 #31* 5L^>JL ^JlS- *}^r *1 

^l^(CCM) fi.iE.oll 4^- <£JL yj-^. 

9] 

^1 6 %H1 5^1, #7l (c) ^7^1^, 

#71 CTR *m M"g- 7-1 #711 # 3 It^ ^iLS <5>^ *1*1^(CCM) £ 

H.^1 ^ y o V ^ . 

10] 

all 6 *<M1 &<>H, #7l zl- ^ol7l- 71-71 128 «lB°l SRr *1*1<3 

(CCM) S-H.011 4^ o}--^ sfls- tij-^. 
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111 

(ccm) s=<hi qs. *m ^ . 

12] 

^7) « *1 2i3€ ^<H1 sfl^Rr OJLiiL *|^Kr 3* ^8 °- 

5. ^ *1*1<$ (CCM) SJELoll #2. *fl^- 

13] 

CBC <y-JL-£- ^l^Rr 

CBC 1-^-1:^ ^-§-*}^ #*Rir *f| 1 -ir^-t ^ #7l ^ #-§-*M £ 

*ll 2 ^^M, #7] n>^nv 3^-- -g-S-ofl #-§-*}-fe CBC #^-g: *fl^Rr 

CCM 

A J-7i ^ m-i-, ^-7i ^i i ^-7] ^ 1-^hi ^-§-*m CBC <y-jL§- # 

^ ^ ^2^^ ^1 2 M"i-8- X0R ^V^lJL, ^>7l XOR <S-iHI 2\n X0R 

1-^-1-, *ll 1 CTR 1-^-1- ^ *)1 2 CTR ^Jlg- *fl^Rr S^^f ; ^ 
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#7l XOR ^JlsHtH #71 CBC °J-3L-£- l-^-lr-i: ^^^Jl, #7l *\] 2 Wl-g- 

•y-S^H, #7l CBC #3>£- #71 .#JlSJ-€ *fl 2 Ir^-g- *H^*Rr l-s- a> 

^-fr ittU 5Utt ^ ^l^l^(CCM) -5L— °1] ttj-s oj-^gj. ^ 

I^n 2 --^ 14] 

*l| 13 %H1 &<>H, *13£(CTR) 3.^} 2)n <&Sl&& ^-S- 1-^-1-^1 #7j ^ l CTR Qsl^ 



a ^= ni 
a -i e ^ 



#71 ^1 2 CTR l-^-ir *l#*Kr 3 7 A^r 



sj-fe- ^l^l^(CCM) 3-E.oll 4^. oj-s^- #*1. 
133^* 15] 

»1 14 %H1 5H°H, #71 z]- ^ol7> z^7l 128*1 H<?1 7 A^r ^c^SlsL t}^ 



oil 

■a 



(CCM) s-e.^ <&5.$- #*1. 
16] 

^1 14 %H1 5fl<>H, #7l CCM ^H^-^r, 
#71 CBC <&SL& 1-^-1-^ *Hd*>JI, #71 *H 1 g #71 n>7l <3| Jg^" M-3L6\] 

cbc <y-jLg- i-^-g- ^l^Kr cbc ^h-t-; ^ 

^l^sl^ #71 -"-Si ^ofl #-§-*H &°1 «*Rr #71 ^ 2 *11^*Kr CTR all 

17] 

*H 16 %H1 &oH, #71 *fl 2 M-l-fil ^1^51^ #7l ^-g- -g^-i-Sl ^cfl #-§-*H £ 

*>3-°5L 1^ #7K>^ ^-i; s^jo S ^ (CCM) S.^1 oj-jr^. ^ . 
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18] 

Xl 14 *oH) &*H, #7} S^Hr, 
#7l 1-^-^4 #7l ^-g- #^-1-^ #-§-*}^r #7l *H 1 XI 1 XOR <S#*1 71 ZL, 

#7l »1 1 XOR <?!^H1 £1*1] XOR Xl^Hr Xl 1 ^^°f ; ^ 

#7l sg %7] <£s.^Q A 2 1-^-1:^: Xl 2 XOR <S#^l7lJI, #7l A 2 XOR <3# 

^*ti ^€ #7l ^ 1 CTR ^Jr-g- #7l n>^l nV ^.s.6fl #-g-S}^ 

CBC <y-JLg- 1-^-4 # 7 1 sg-g. #-g-5>^ ^J:^ ^1 2 1:^-^ *fl 3 XOR 

7l Jl, #71 Xl 3 XOR <&#°ll Sl«fl >$#^ #71 XI 2 CTR <y-JL-g Xl^Hr Xl 2 

1- ifs}! ^ ^^'^S. ^ *1*1^(CCM) S-JELofl 4t ^J:^ #*1. 

i9] 

Xl 18 * 0 H1 ^^^i, #71 Xl l S^-Jf £ #71 Mil 2 SW^r zM ell^l^Eio] 3}^ ^io S 
20] 

XI 14 5U<X*1, #71 ^ #71 f^-ffe zl-71 efl^l^E^ 3^ ^ *1*1 

^(CCM) £=<»11 rcHE- #*1. 
21] 

xi 20 *oHi 5a°H, #71 <£&l^ #71 ^ *l#*Rr 3# 3^8-2.3. ^ *i*i<s 

(CCM) 2-JE.ojl #^1. 
[^t 1 * 22] 

^V^^-S. Xl^£]^r <£-JLg- 1-^-1- ^ CTR !~^#-ir Xl^Hr ° t ]^^-; 
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CBC <#JlS- MM #-g-*H £SRr 1 ^ ^"71 <y-Ji-£- l-^-#ofl 

£*Kr *ll 2 *fl^H=r CCM 

^"71 #^-1-^ <#JlS|-€ Tfl 2 W^-g- XOR 4V 7 1 CTR gfls. 

^l^Jl, 4>7l CTR sfl=- 1:^-1:4- ^oM Tfl 1 #^--1-8: XOR ^^^1^ XOR M"!-* iHS^l 

^•7i xor i-^-*^ <y-ji2(-s>oi ^-7i cbc <y-j:^ i-^-a- ^^*>jl, ^-7i *ii 2 

* ^s^H , #7l CBC 1-^-1-^ # 7 j oj-^s).^ ^ 2 l-^-l-^- Tfl^Rr ^ 

^l^^(CTR) 5LEL«\} 9]^ sfl^ <y-Jr-g- l~Ij-<y ^-71 CTR *fl^- 1-^-1-1- 7)l^-<§Hr #^ 

-*f# i^>ji si^r 74^- ^^o S ^ ^1^1^ (ccm) 4^- *B^- 

23] 
24] 

Tfl 22 %H1 5^1, ^71 

^"71 <y-^ ^ ^-71 CTR sfl^- l-^s.-g- *fl^>Kr efl7liEi; ^ 

Tfl^^l^ <£JL-& M-o] 3g-g- A] Tjo] «oj ^-f, ^7) Oj-Jr-g- ^°\) 7^-g-^ 

^-71 CTR *m 1-^-* iL^*Rr M ^1^^-* if^i 5^ 3^ ^-^ o. S ^ *j 

^l^(CCM) S-ELo\] tt)-=. <y-jr rfls. 
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25] 

*H 22 #7l CCM A 6 \^, 

#7l CBC <&3L& °l-g-sM #7l *ll 1 #^-g- ^sM?!^ CBC aW^I ^ 

2)1^5] *r #7l °]-Jl§- ^ofl ^^oj ^o] t^}^ # 7 | *fl 2 S^-fr *H**Hr CTR 

^H^* iW^l 5^ ^<L3. t}^ (CCM) 2.2EL<>]1 4€- sfl-^ #*1. 

[*<^# 26] 

A 25 %H] 5a°H, #7l CBC ^H^f H #7l CTR 211*1^3 $1 ^ *%°-3. 

*}xr ^1^1^ (CCM) S.^°\] ^ <#3L *m ^ 
27] 

*H 25 %H1 5U<H-H, #7l A 2 1-^-^1 ^ *j|^3*r #7l <£Ji-g- ^ ^> 

3-° 5. 1^ ^7>£l^ ^J-g- ^^<LS. S>fe ^1^1^ (CCM) 5LE.*\) #2. *fl^- #*1 . 

28] 

*f| 22 %H1 &<>H, # 7 1 S^-Sr, 

#7l CTR #71 1 #^-1-^: X0R <&#*1^ #7] X0R *Hfi*l?lfe 

*fl 1 ; g 

#71 l-^-l-sl- #71 #3lS^ ^1 2 W-g-g- X0R ^#^1^ #71 CTR 1-^-1-* ^ v 

^l^lfe A 2 if-§>Jl SUfe ?A^r ^SLS. *>fe (CCM) 5JE.011 aj-^ <y-Jr Sfl 

^ #*1 . 



41-27 



0030053262 #^ 4}*}: 2003/10/16 

29] 

<a-s ^ 
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9] 
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